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DIVISION  OF BUSINESS AND  FINANCIAL  AFFAIRS  
Information Technology Services  

1.3.1 System and Network Activities  
 

The following activities are strictly prohibited, with no exceptions:  
1. Violations of the rights of any person or company protected by copyright, trade secret, patent 

or other intellectual property, or similar laws or regulations, including, but not limited to, the 
installation or distribution of "pirated" or other software products that are not appropriately 
licensed for use by CSUCI.  

2. The installation of any copyrighted software for which CSUCI or the end user does not have 
an active license is strictly prohibited.  

3. Exporting software, technical information, encryption software or technology, in violation of 
international or regional export control laws, is illegal. The appropriate management should 
be consulted prior to export of any material that is in question.  

4. Introduction of malicious programs into the network or server (e.g., viruses, worms, trojan 
horses, ransomware, etc.).  

5. Revealing your account password/passphrase to others or allowing others to use your account. 
This includes family and other household members when work is being done at home.  

6. Using a University computing asset to actively procure or transmit material that violates 
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